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Saudi Arabian Monetary Agency (“SAMA”)

Online Insurance Activities Regulation

This regulation has been issued in both Arabic
and English. In the event of discrepancy
between the two contexts, the Arabic text takes
priority over the English text.

Introduction
First: Purpose

1. This regulation specifies the requirements
and provisions for conducting insurance
activities by  insurance  companies,
insurance brokers and agents over the
internet.

2. This regulation applies to all online
insurance  activities = conducted by
insurance companies, insurance brokers
and agents licensed according to the Law
on Supervision of Cooperative Insurance
Companies promulgated by Royal Decree
M/32 dated 2/6/1424 H.

3. This regulation must be complied with in
conjunction with the Law on Supervision
of Cooperative Insurance Companies
promulgated by Royal Decree M /32 dated
2/6/1424 H and its Implementing
Regulations, and the Online Regulation
promulgated by Royal Decree M/18 dated
8/3/1428 H and its Implementing
Regulations, and the Anti-Cyber Crime
Law promulgated by Royal Decree M/17
dated 8/3/1428 H in addition to any
Regulations or other instructions issued by
SAMA and specially the Anti Money
Laundering & Combating Terrorism
Financing Regulation, the Anti Fraud
Regulation, the Market Code of Conduct
Regulation, the Outsourcing Regulation for
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Insurance and/or Reinsurance Companies
and Insurance service providers. In
addition to other relevant laws, regulation,
instructions and decisions.

Second: Definitions

The following terms and statements in this
regulations refers to the meanings
explained here, unless stated otherwise:

SAMA: refers to the Saudi Arabian
Monetary Agency.

Regulation: refers to the online insurance
activities regulation.

Company: refers to the insurance
companies, insurance brokers and agents
licensed by SAMA to conduct business in
the Kingdom.

Customer: refers to the insured, the web
site user, or any person who submits a
request to get an insurance cover through
the web site.

Online transactions: refers to any
exchange, contract, communication or
other procedure conducted or executed —
fully or in part— online.

Online Statements: refers to online
statements in the form of text, symbols,
pictures or drawings or other form of
online formats combined or in parts.
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Online Insurance Activities: refers to any
business conducted by the company
through the internet, including, but not
limited to, selling insurance policies,
collecting premiums, receiving claims, and
receiving and handling with complaints.

Website: refers to the company’s web site
address that is licensed by the designated
authority and used on the company’s
prints and advertisements.

Hard copy: refers to the output of a
computer in printed form.

Soft Copy: refers to any document stored
in the memory of the computer, or on a
hard disc (internal or external), or any
other electronic storage mean, the content
of which can be viewed on a computer and
transferred electronically through, but not
limited to, email.

Unauthorized Access: refers to the access
of a person on purpose to a computer or
website or an information system or
network, without authorization.

The remaining terms wused in this
regulation have the same meaning as
stated in article 1 of the Implementing
Regulations of the Law on Supervision of
Cooperative Insurance Companies.
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Third: Compliance Measures
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The company must establish appropriate
internal controls and procedures to ensure
and monitor compliance with this
regulation and any related laws. In case the
company contracts with other parties, it
must ensure the compliance of all parties
with the provisions of this regulation and
any related laws.

The company must maintain adequate
records to demonstrate compliance with
this regulation and any related laws,
including—but not limited to—online
activities  business plan, outsourcing
contracts to external parties, website
hosting contracts.

The company must publish this regulation,
along with all any related laws and
regulations on its website.

The company must comply with the
provisions of this regulation within 6
months from the date of issuance of this
regulation.

Fourth: Non-Compliance

Non-compliance with the requirements set
forth in this regulation will be deemed a
breach of the Law on Supervision of
Cooperative Insurance Companies and its
Implementing Regulations and licensing
conditions and may subject Companies to
enforcement action.

Part 1: General Provisions
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First: Business Plan

10. The company must, prior to requesting

11.

SAMA'’s approval for conducting online
insurance activities, develop a business
plan specific to the online insurance
business activities. The business plan must
be reviewed by the Board of Directors
before being submitted to SAMA and
should include but not be limited to:

a) Analysis of the forecasted volume of
online insurance activities over the next
3 years.

b) Analysis of the risks associated with
online business and the measures that
will be taken to mitigate these risks,
including but not limited to adverse
selection risks, money laundering,
strategic risks, and potential website
unauthorized access.

c) Contingency plan documenting the
actions to be taken in the event of a
failure of one or several components of
the online system, including corrective
and business continuity measures, as
well as the obligation to report the
event to the proper authorities within
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The company must obtain SAMA’s written
approval before adopting its online
business plan. In addition, the company
must obtain SAMA’s written approval on
any significant amendments or
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14.

15.

16.

17.

The company must establish a unit within
the IT department to be in charge of the
website and its operational aspects
including but not limited to posting
content, monitoring performance, handling
customer  inquiries,  tracking = key
performance indicators, measuring the
traffic of data, and handling maintenance.

The company must obtain SAMA’s written
approval before signing a contract for
outsourcing the management of the
website to any third party.

After obtaining SAMA’s written approval
for outsourcing the management of the
website to a third party, the company must
check the compliance of that party with the
articles of this regulation and other related
laws and regulations.

In case of outsourcing the management of
the website to a third party that approved
to work in the Kingdom according to the
relevant laws, the company must appoint a
communication officer in charge of the
relation with the third party to whom the
management of the website has been
outsourced. The communication officer’s
responsibilities include but are not limited
to monitoring the content of the website,
answering  customer  inquiries and
requests, ensuring that the third party
meets the conditions and standards
defined in the outsourcing agreement, and
ensuring compliance of the third party
with the relevant laws and regulations.

Fourth: Transparency and Disclosures
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18.

19.

The company must provide and clarify on
its website the information that is
necessary for customers who want to have
an insurance cover through its website.

The company must ensure that the
information presented on its website is
correct, accurate, clear, up-to-date, and
comprehensive.

Fifth: Security and Safety of Data

20.

21.

The company must ensure the
confidentiality of all information collected
through its website and not disclose such
information to any party without the
written approval of SAMA. And it is the
responsibility of the company to establish
appropriate procedures and controls to
secure the confidentiality of information.

The company commits at all times to
ensure the security and safety of
information provided on its website , this
includes—but is not limited to—
information provided to customers,
information collected and stored through
the company or the third party contracted
by the company whether this party is
responsible to connect the internet service,
host, or manage the website. And the
company must, in particular, ensure the
protection  of  customers’”  personal
information from loss or unauthorized
access, this includes —but is not limited to
—the use, edit or disclosure of information.
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website’s system or any related part, the
company must establish the appropriate
procedures to face emergency or
catastrophe cases. This includes —but is not
limited to— keeping backup copies for all
information and data displayed by the
company, issued to customers, or
submitted to the company’s website, and
setting a clear procedure to restore systems
on the website in the case of damage to a
part or more of the system.

Sixth: Size of the Website

25.

The company must verify the capacity of
its website to be expanded and to
assimilate any additions that might arise in
the future this includes—but is not limited
to—capacity of the website to assimilate
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Seventh: Website Accessibility

26.

The company’s website must be accessible
twenty four hours a day during the whole
year and the website’s unit must monitor
the website’s availability. In case the
website is undergoing maintenance
procedures, the website’s unit must ensure
that it does not exceed twenty-four hours
as a maximum.
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In case the maintenance procedures are not
finalized within the set period (i.e., twenty
four hours), the company must notify
SAMA in writing about the reasons that
caused the damage to the website and
specify the timeframe expected to
reactivate the website.

Eighth: Outsourcing the Online Insurance
Activities

27. The company must—after applying the

28.

procedures included in this regulation—
when outsourcing online insurance
activities to another party or outsourcing
the development, hosting, management,
or maintenance of its website or any other
work related to the website, include a
specific text in the outsourcing contract
that obliges the other party to abide by the
rules set in this regulation, the Outsourcing
Regulation  to  Insurance  and/or
Reinsurance and Insurance service
providers, the Market Code of Conduct
Regulation and other regulations related to
the content specified in Article (3) of this
regulation.

A company, wishing to sell its insurance
products through a third party website
licensed to do so, must obtain SAMA’s
prior written approval. The company must
also verify that the third party’s website
meets the following conditions:
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a) If the same third party’s website is NETAT Ll g ol S 1y (f
used to sell insurance products related ATkl e & G - (

to other companies, each insurance Ui u.mta Glatiig @A ehﬁwﬂ
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30. The company or the party for which any
online business is outsourced must inform
any person requesting an insurance cover,
about the entire policy including—but not
limited to—the full wording of the terms
and conditions of the policy and the
coverage and benefits provided by this

policy.

31. The company or the party for which any
online activity is outsourced must abide by
Article (37) set forth in the Insurance
Market Code of Conduct Regulation.

Identification of the Customer

32. Before selling or issuing any online policy,
the company must verify the authenticity
of its customers’ identity and the
documents submitted, and set the
verification procedures appropriate for this
purpose.

33. Without any prejudice of the Anti
Money  Laundering &  Combating
Terrorism Financing Regulation issued by
SAMA, the company must inform SAMA
and provide a report to the Financial
Investigation Unit (FIU) in the Ministry of
Interior concerning any suspicious activity
through its website.

34. The company must keep records of all
customers’ policies and identification
documents, received from its website.

35. As indicated in Articles (20), (21) and (22)
of this regulation, The company must
create an electronic record for every
customer and set up the following
procedures and measures as a minimum to
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protect the customers” records:

a) Changing  customers’

periodically.

passwords

b) Requiring customers to reenter their
password after specific period of not
using the website.

c) Verifying the accuracy of the
customers’ email by sending a
verification (activation) link.

Second: Sale Roles

Insurance Policy

A s el aY) aas ledes
tdsandl Jaes Alend i laa
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36. The company must issue all online @by aal  ALE) e yy
insurance policies in a dated and complete . A ST
version with all contents, including—but Al dedi oy 435 Ay STy
not limited to.—.the policy’s Perosal, — Gl e s AaS S il sie AS 1
terms and conditions, coverage limits and
endorsements. In addition the company Ol (alla — panl Y Jla)) Jas e
must provide the customer with a copy of N o e )
the complete insurance policy through all LBl 5 dpharill dgaa p A8l day
available methods and means, and as a b e
’ eoAd Jaaadl yoas il
minimum the company must provide a o T s A e
soft copy in Portable Document Format Jladly gokl A& Al dadl
(PDF) sent by email upon issuance L s . X
whereby the dates of inception and expiry Jaaadl AS A 253 (Sa) aany LAalid)
of the coverage are clearly stated. Rseas a5 e AllS Ay )353\ A
s Gk e Jui  (PDF)
S o e o) 5 s S
Letiled s Aisai il (s A
37. The company must ensure the customer is gAYl e dreal S ASHA) e yy

able to view, print and download a
complete copy of the insurance policy from
his account on the company’s website, at
any time. In case the online insurance

O 4885l (e ALalS dais Jreaig delila g
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policy requires any special program, the
company must provide the necessary
programs on its website.

38. The company must, upon the customer’s
request, provide a hard copy of the
insurance policy issued online signed and
stamped by the company, or any other
document related to this policy,
immediately from any of the company’s
branches or its agents’ branches or by
sending the requested documents by post
within seven working days from the date
of the customer’s request.

Third: Post-Sale Provisions

Services

39. The company must, when selling any
insurance policy on its website, abide by
Articles (50) and (51) of the Insurance
Market Code of Conduct Regulation
specific to post-sale.

40. The company must put in place clear
procedures for the cancelation of insurance
policies, issued online, through its website.
The procedures must ensure the
confirmation and willingness of the
customer to cancel the policy. In case of
cancellation of the online insurance policy
due to deficiency or ambiguousness in the
systems, parts, components or programs of
the website, the company must reimburse
the customer for any damage incurred
from the policy cancellation. In the case
where the customer maliciously cancels the
policy, the company must prove it and
provide the customer in writing with the
reasons for refusing to pay any future
claims related to the cancelled policy.
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41. The company must communicate with Aladiuly Jrenll ae Jual gl 48,80 e ¢y
customers using at least two available . i ) ¢ .
communication means. which include— Juai¥) Jiluy 0 Y o (il
but' are not limited to—emails, recorded — Jilas) @b ey Jendl ] Afasd)
mail, text messages, phone, etc.
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42. The company must, when sending a notice el J el Juy) ve 38,3 e gy
or advertisement to two or more customers . ok
via email or any other communication WAl Gk e dee 00 Y
means, verify and ensure that the qotlce or ¢ LS)'AT Jusil Ay LS‘ j s N
advertisement does not contain any
personal information related to the Sle¥ ) Sledy) O e Sl saanl)
customer, and it must ensure that none of e , i
the recipients becomes aware of the Sl Apad s Cilaglea (g Jo sy Y
identity of any other recipient. St pilial s 4 S s 25 L

e S e el G DY)
Al
43. Once the company issues an insurance e omb Al Yol ve 38,8 e gy

policy through its website, it must provide
a particular section for after-sale services
on its website. This section must include
but not limited to the following services:

a) Obtaining any additional type of
services related to the policy in force.

b) Performing any endorsement on the
policy such as additions, renewals, or
cancelations.

c) Verifying the status of the policy (i.e.,
valid, expired, canceled).

d) Checking the date of inception and
expiry of coverage.

e) Checking a schedule of the dates for
premiums payments.

f) Checking paid premiums and the dates
of payments and values.
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44. The company must notify the customer in 3 elgiil i Jaeal &3 4S8N e g
advance of the upcoming expiry of the . . e faw wen
insurance policy. The notification should Gl QS gy (el AaSy Gl e
be done within a timespan sufficient to D 48 e aoat e Jenl
allow the customer to renew the policy or "A‘: J L i
obtain an insurance cover from another Cl‘:' O e Al A0 e At Aadass
insurance company. In addition, the § . . . i
notification should be done through all Juat¥) Jilu s 48 PlA (e el Jpaal
communication means stated in Article . T

€)) saldl | Ll Aaliall
(41) of this regulation. e ( ) S el =
AU sda

45. The company must put in place necessary onlal g el aY) wamy 4S8 Je g0
procedures to ensure the compliance of the s H e T est e o e em o
cancelation  process of  compulsory Gy sladl Al G5 Ga Biatll e )
insurance policies, through the website, C‘S' S P o <5-‘“ SN o,uﬁl\
with the provisions and instructions ; i i
regulating the process of cancelation for Aabatall el 5 ASAY) aa 35 ST
this type of policies. S5 ¢ t;ﬂ\ T
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46. The company must notify the customer Gib oo deeddl Jladl ASHA) e gn
through email upon expiry of the cover of ) . X .
an insurance policy issued online. In Chom sletl o (SN
addition, the compan}l must notify fche C):’Aiﬂ‘ Lh, wase dm i) iaxdl
customer through email of the cancelation
of an insurance policy issued online, and (S AN adsdl PA e 8 uadl)
the company must include in the 3 . .
notification the date and reason of 2wl Gk oo daeall Jled) Sl
cancelation. 5 jaal u.mlﬂ\ By sl gy PN
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Dealing with Claims GllUaal) aa Jaladl)

47. The company must provide on its website lexdise DA e i o 48,40 ALY
to the customers or third party (harmed) - . . oo
electronic forms to report claims and Sl cashl g daell s ST
upload copies of the claims’ documents. il Ay i) z R (J - “)

After accepting the electronic claims form,
the company must provide the applicant a
reference number, and before paying the
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amount due through it:? .websitef the Adlad) Jsd am ASLA0 ey cillad)
company must receive original copies of )
the claim documentation to confirm and EESGVIPCRTE T DS PR IR PR R PN |
validate it. ) .
dad ady Jd A0 ey caidUadl
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Complaints 6 JSE) agass
48. The company must, without prejudice to ale clai Lo DAY G0y a<,8) Je ¢

Articles (55) and (56) of the Insurance .. ) .
Market Code of conduct Regulations B e (o‘x) 5 (oo) g

provide on its website, all the information - il 3 e el L deadawl
necessary for the customer or third party A3 O ol O S o

(harmed) to file a complaint and follow up WS ¢ A5 Sy LB Pl e
on its status. The information must include e . N
as a minimum: Gl okl ol Jrexdl 4 P il sl
S o claged) b3 Jain o e
Y
a) The complaint forms. s &l zi (\

b) Contact information of the 5 INL | "
complaint handling department. L =y Cila slaa (‘.—*
LI - g W R WL EON

A<,

c) Appropriate contacts to inquire St dabiad) Juasy) Jil g (C

about complaints, (e.g., emails, fax,

mailing address). (S ANy ) g KE) e
d) An overall description of the Ll clel e O 5
complaint handling procedures & Js Selad e 2 (
including estimated time to process o)l cadgll elly 8 la s gl
complaints. i N
(6 oSal dalladd
e) The contact details of the General i) AL Jlay) il s (b

Secretariat of the Committee for the
Resolution of Insurance Disputes Ale b & daadl il
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